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Abstract |
In this pap er we in tro duce a framew ork for analyzing

BGP connectivit y, and evaluate a num b er of new complexit y
measures for a union of core bac kb one BGP tables. Sensi-
tiv e to engineering resource limitations of router memory
and CPU cycles, we fo cus on tec hniques to estimate redun-
dancy of the merged tables, in particular ho w man y entries
are essential for complete and correct routing.

W e in tro duced the notion of policy atoms [BC01b] as part
of a calculus in routing table analysis. W e found that the
num b er of atoms and individual coun ts of atoms with a giv en
num b er of pre�xes prop erly scale with the In ternet's gro wth
and with �ltering of pre�xes by length. W e show that the
use of atoms can p oten tially reduce the num b er of route
announcemen ts by a factor of t wo, with all routing p olicies
b eing preserv ed. A toms th us represen t In ternet prop erties
in an accurate way, yet with m uch smaller complexit y.

Several of our analysis results suggest that commonly
held In ternet engineering b eliefs require re-consideration.
W e �nd that more sp eci�c routes had a relativ ely constan t
share of routes in bac kb one tables across 2000/2001. On
the other hand, the churn of more sp eci�c routes was m uch
larger than that of top pre�xes. W e also �nd that deaggre-
gation of existing announcemen ts is a second ma jor source
(b eyond announcemen t of recen tly allo cated address space)
of new top (least sp eci�c) pre�xes in global BGP tables.
W e also pro vide examples of miscon�guration and noise in
BGP data, including m ulti-origin pre�xes, AS paths with
apparen t routing lo ops (some of them due to t yp ographical
errors, other actual lo ops undetected by lo cal BGP sp eak-
ers), inadv erten t transit through customer ASes.

I. Motiv ation

The aim of this paper is to classify changesin Internet
routing characteristics over the last two years. We classify
quantitativ e measuresof the Internet's growth and com-
plexity into extensive (volume and size) and intensive (rel-
ative and structural) metrics. Our observations con�rm
that many intensive quantities were invariant over the last
two years, and that many extensive quantities were semi-
invariant in that they scaledpolynomially with the Inter-
net's sizegrowth. This latter scaling was quite often close
to linear, i.e. the quantit y grew in proportion with the
Internet's size.

Global routing in today's Internet is negotiated among
individually operated sets of networks known as Au-
tonomous Systems(AS). An AS is an entit y that

a) connectsone or more networks to the Internet
b) applies its own policies to the exchangeof tra�c
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c) has a globally recognizedand unique identi�er (AS
number)

AS policy is used to control routing of tra�c from and
to certain networks via speci�c connections. These poli-
cies are articulated in router con�guration language(s)
and implemented by the Border Gateway Protocol (BGP)
[RFC1771] [Stewart99].

A basic BGP exchange consistsof a messageregarding
reachabilit y of a single network via certain router. The
reachabilit y information includes an AS path, which is a
sequenceof ASes. BGP assumesthat:
� this path is taken by the reachabilit y message
� the advertised network can be reached via this path.

It is assumedthat all ASes in the path forwarded the
messagedeliberately, in accordancewith their policies,and
ipso facto agreeto accept tra�c destined to the advertised
network.

A BGP table associates a network pre�x identi�er with
the AS path through which the network is consideredreach-
able. This table is an important ingredient of the packet
forwarding processin a BGP-enabled router. In addition
to the AS path, the table contains metrics associated with
the paths, which are used for the best path selection in
accordancewith AS policies. Some of these metrics are
speci�ed locally; others are received from neighbors.

In addition to packet forwarding, information stored in a
BGP table can be usedto monitor aspectsof the Internet's
architectural evolution, since the data re
ects consump-
tion of vital and �nite Internet resources[Houston01b]: IP
addresses,AS numbers, network pre�xes in routing table,
CPU cycles in routers, bandwidth consumed by routing
update tra�c.

The number of networks in the table hasbearing on both
router memory and CPU cycles. Routing 
aps, i.e., adver-
tisements and withdrawalsof pre�xes, tend to increasewith
the number of pre�xes in the table [Houston01b][Doran01].
Reduction of pre�x count is typically seenas bene�cial to
infrastructural integrit y, and developing mechanismsto do
so is thus important architectural research.

BGP inter-domain routing table data enablestwo di�er-
ent aggregationsof IP addressspace:

1) from IP address(32-bit integers) to longest matching
IPv4 network pre�x, and

2) from network pre�x to AS originating that pre�x into
the global routing mesh.

An origin AS is an AS that appears in the table at the
endof an AS path for a network pre�x, and is thus assumed
to be the AS that originally advertised that pre�x. In to-
day's interdomain routing tables, almost 99% of pre�xes
consistently have a unique origin AS.

The mappings above are useful for converting IP ad-
dressesto `home' pre�xes and AS numbers. This usageof



BGP data is helpful for tasks such asvisualization of Inter-
net AS topology [HBCFKLM00] or for analysis of trends
in routabilit y of IP spacegiven by registries to Internet
serviceproviders (ISPs) and customers[BC01a].

Analyzing BGP tables cansupport studiesof many ques-
tions regardingInternet propertiesdiscussedin the Internet
communit y (e.g., NANOG, IETF):

1. How much IP addressspaceis routable?
2. Are allocated IP addressesactually being routed?
3. Which ASesare the most important?
4. How many ASesare single-/multihomed?
5. How many pre�xes do ASesadvertise?
6. Doesthe core table grow due to multihoming?
7. Are more-speci�c pre�xes driving up the table size?
In conjunction with connectivity data [BC01a] it can also
answer the questionsas:
8. Are IP addresseswithin an AS topologically connected?
9. What is the IP hop diameter of an AS?
10. Can Internet topology, especially particularly highly
connected,central, or vulnerable points, be inferred from
BGP tables?

A BGP table is useful for answering questionsabout In-
ternet engineering,when other data setsare prohibitiv e in
size, diversity, or aggregatability. BGP data also has an
advantage that its two most basic concepts,pre�x and AS
are closeapproximations to real-life notions of network and
administrativ e domain.

AS interconnections given by BGP AS paths represent
contractual relations between autonomous systems, from
which onecan infer businessmodels and relations between
ISPs [Gao00], as well as assessstatistics of inter-AS con-
nectivit y (peering sessions)[Faloutsos99]. These usesare
theoretical in nature sincethe presenceof an AS in a path
does not guarantee that the tra�c will be actually car-
ried by this AS. BGP connectivity is declaredrather than
observed. Nonetheless,such analysesstill provide consider-
able, and in somecasesotherwise unavailable, insight into
the global routing mesh,especially when taken in conjunc-
tion with other typesof data.

In this paper we describe a calculus for analyzing com-
plexity of global routing policies. We de�ne and evaluate
complexity measures,e.g, the number of policy atoms, for a
union of core backbone BGP tables. With resourcelimita-
tions of router memory and CPU cyclesin mind, we focus
on techniques to estimate redundancy of the merged ta-
bles, mainly how many entries are essential for complete
and correct routing. These complexity measurescan an-
swer questionssuch as:
1. How many network pre�xes does it take to cover the
entire routable addressspace?
2. What is the complexity of the systemof AS paths asso-
ciated with individual network pre�xes?
3. How many network pre�xes are globally distinguishable
with respect to routing policies?
4. How many routing policies are applied by the Internet
to addressesoriginated by one AS?

Wewill alsodiscussper-line compressionof routing table,
in particular

1. How many bits does it take to encode an AS number?
2. How many bits does it take to encode an AS path?

We will also try to illustrate counterintuitiv e properties
of BGP data of paramount engineeringrelevance:
� presenceof pre�xes with multiple origin AS;
� apparent routing loopsin individual paths and entangled
atoms
� existenceof di�eren t AS paths that ramify (branch) at
an AS while reaching the samedestination pre�x.

In addition to BGP table size reduction, another appli-
cation for �nding aggregateunits of routing is the designof
Internet active measurement systems. A system that cov-
ers many BGP pre�xes is more likely to provide relevant
information, e.g. about network topology, than a system
that covers just a few. However, measurement resource
limitations (bandwidth and CPU) require coarserprobing
frequency for a larger set of monitored objects. A system
that covers routes known to be distinct could eliminate re-
dundancy in path probing, maximizing both coverageand
sampling frequency.

Signi�cant contribution to the analysis of BGP tables
wasmadeby Geo� Houston [Houston 2001a,b],with whom
we sharemany motivations. Our results di�er in two ways:
we analyze a larger set of tables (up to 33), not just one;
and wetakeonly pre�xes commonto backboneASes,which
avoids the bias of locally maintained routes. We thus cap-
ture a more complete inventory of distinct units of routing
policy than any previousstudy. The increasedresolution is
moderate in numerical terms (a factor of about

p
2, com-

pared to usingonetable) but signi�cant in a policy context.

I I. BGP dat a availability.

There are several publicly available sourcesof raw and
processedBGP data. Summary plots of several metrics of
interest for Australian ISP Telstra's BGP routing table are
updated daily [Houston 2001a].

Samplesof BGP data from diversesourcesare available
via a variety of looking glasses[CAID A01], a globally dis-
tributed, independent set of servers that support examina-
tion of BGP AS paths for individual IP addresses.Looking
glassesare primarily intended as debugging tool and can-
not provide a full BGP table upon request.

RIPE NCC (ReseauxIP Europeens) [RIPE01] recently
started collecting over 70 BGP route views, mostly from
European ISPs accredited at LINX (London Internet Ex-
change). We intend to analyze RIPE's BGP tables in the
near future.

Another sourceof data on inter-AS relations, though not
on AS paths, is the whois serviceprovided by RIPE, AP-
NIC and someother registries [IRR 2001]. Theseregistries
store AS tra�c policies in succinct databaseentries. These
data allow analysis of policies as relations between triples
of AS: the third AS is announcedby the secondto the �rst
with an intent to invite the �rst to use the secondAS for
transit to the third AS.1

1We analyze this data in a companion paper where we intro duce
and study the constrained dual AS graph, a policy-orien ted represen-
tation of inter-AS connectivit y in the form of a graph where nodes



Another relevant public collection of data is the records
of reservations (to a country), allocations (transfers to
ISPs) and assignments (transfers to customers)of address
blocks by three authoritativ e Internet registries, ARIN,
RIPE and APNIC [ARIN 2001]. We analyzed this data
in [BC 2001a].

A. University of Oregon RouteViews data

The data usedfor this paper comesfrom a public source
based at the University of Oregon's Advanced Network
Technology Center [Meyer 2001a]. RouteViews data is a
union of several dozen unpruned backbone BGP tables
[Meyer 2001b]. Note that there are other mechanisms to
obtain this and similar data, including the RIPE registry
databaseproject described above.

Participating peer ASesoften contribute more than one
routing table view to RouteViews. It is an unsolved ques-
tion which selection of views yields the best picture of
global routing. The question is important since tables are
12M gzipped (over 250M uncompressed)as of July 2001,
rapidly consumingdisk spaceif more than one snapshota
day is taken. One of our goals is to �nd metrics that can
help with peerselectionwhenonecannot handleprocessing
data from all peers,such as the marginal utilit y of adding
another peer after N peershave already beenmerged.

RouteViews daily sampledtables stored at Hans-Werner
Braun's server moat.nlanr.net [NLANR 2001] start at
1997-11-08and end in March 2001. PCH [PCH 2001]began
storing daily snapshotson 2001-02-19,and RouteViews it-
self started storing samplesevery 2 hours from 2001-04-20
[Meyer 2001b].

For this paper, we processedRouteViews BGP tables
1999-04-30,2000-05-02,2001-05-01and 2001-05-03. The
dates di�er slightly so as to use the largest table within a
few days of May 01 of the respective year. To check for �v e
months trends, we also processed2000-11-28,2000-11-29
Route View tables.

RouteViews peer participation has grown since incep-
tion. All except a few peerscontribute a default-free back-
bonerouting table. Remaining peerscontribute a table less
than half size,usually a few thousand pre�xes.

The major di�cult y in analyzing trends in RouteViews
data is that growth of individual tables is accompanied
by a corresponding growth in the number of contributing
peers. Continuous additions, drops and changesof peer IP
addressesmake it almost impossible to �nd a representa-
tiv e collection of peerswith large enoughtables present for
long enough to do trend analysis. For example, there are
only six backbone peersin common in the three tables of
1999-2001. Other 
uctuations come from policy changes.
Filtering of pre�xes shorter than allocated addressblocks,
enforcedby someISPs, currently causesa relatively large
(15%) gap betweentheir table sizesand the rest of the con-
tributors, which was not present in mid-1999 or mid-2000.
Diversity measuressuch as atoms discussedin section VI I
are in
uenced by the number and choice of peer tables,

are ordered pairs of ASes and nodes AB and BC are link ed when B
was observed announcing C's pre�xes to A.

masking trends one intends to analyze. We thus devote
the section IV-D to a discussionof selectionof peer tables
for analysis.

I I I. BGP t ables: pr oper ties and caveats

An entry in a BGP table looks like
Network Next Hop Mc Path
12.0.0.0 204.29.239.1 606635497018
12.0.48.0/20 204.29.239.1 60663549209 1742

213.200.87.254 20 3257136461742
The �rst �eld in the above table entry is the target net-

work pre�x; the secondentry (an IP address) is the peer
who contributed the view. The third is the metric (which
is usually multi-exit Discriminator, see[HM 2000])and the
fourth is AS path. We did not show four other parameters
that have missing, null or almost constant values, and we
will not analyze the metric value either.

The table is ordered numerically by network pre�x. Re-
peated pre�xes are not shown. Networks that align on
classfulboundaries(/8 in ClassA, /16 in ClassB and /24 in
ClassC space)are shown without their pre�x mask length.

In the example above, the addressblock 12.0.48.0/20 is
originated by AS 1742. Two peersadvertise reachablilit y to
it via two AS paths. One of them contains 4 ASes(3 hops)
and another 3 ASses(2 hops). Note that this block is a sub-
set (or more speci�c ) of addressblock 12.0.0.0/8; nonethe-
less, their origin ASes are di�eren t and the AS paths di-
vergea few hops away from a common peer.

A. AS path length

The AS path length is the fundamental metric of a BGP
routing table. Internet providers generally over-provision
capacity for bandwidth and packet processingin their net-
works [Atkinson 2001]. This engineeringframework implies
that packet loss is most likely to occur on AS boundaries,
either when passingpackets to the customer or to another
provider, rather than internal to a backboneitself. If packet
lossevents on the boundariesare independent, the proba-
bilit y of receivinga packet through an AS path is the prod-
uct of probabilities of crossingeach AS boundary without
packet loss. In the absenceof reasonableestimates, one
can assumeprobabilit y of such loss-freecrossing to be a
constant p: The probabilit y of getting a packet through an
AS path with n AS crossingswould then be equal to pn :
Sincep < 1, this expressiondecreasesas n grows. It there-
fore makessenseto minimize AS path length n in order to
minimize the probabilit y of systemic packet loss.

And in fact, BGP does. Although it is possibleto over-
ride this metric on the basis of vendor-speci�c weights
[Cisco 2001] or local preference[Stewart1999], when sev-
eral paths with equal local preferenceexist for the same
pre�x, BGP selectsthe shortest AS path. This algorithm
ostensibly minimizes packet loss properties and also theo-
retically minimizes hasslesinvolved when something goes
wrong betweentwo arbitrary ASes.

The fundamental nature of the AS path length metric in
the BGP decision algorithm gives rise to a common prac-
tice of prepending extra copiesof an AS number to the be-



ginning of the path, to reducethe likelihood of selectionof
that (now longer) AS path for forwarding tra�c. Over 10%
of the AS paths in the RouteView table currently exhibit
prepending. Prepending can even be explicitly articulated
as policy, e.g., in a line from RIPE's whois database:

Community Definition
NNNN:3062To LINX PEERSprepend NNNNNNNN
where NNNN is an AS number.2 The practice of

prepending results in mistyped lines in most RouteViews
tables, which we discussbelow.

After path selection occurs, repeated AS namesare no
longer relevant; we remove redundant prependedinstances
of an AS in our table before analysis. As far as we can
tell, existing analysesof BGP data do not show any sign
of awarenessof theseand someother idiosyncrasiesin the
RouteViews data.

Selection of shortest AS path is not a policy; it is part
of the BGP standard. But there are several mechanisms
that can override this standard; we will assumethese are
policies:
1. prepending (own) AS number more than once;
2. useof BGP attributes that takeprecedenceover AS path
length
3. tra�c engineeringtools that update the output of BGP
selectionprocess[Meyer 2001d];
We can study the use of these policies and their rami�ca-
tions by analyzing BGP AS paths.

IV. Other caveats of BGP dat a.

There are several other caveats in dealing with analysis
of BGP tables, the most prominent being the wide 
uctu-
ations of more speci�c pre�xes from peer to peer and from
day to day, and occasionalrises in the useof multiple ori-
gin AS pre�xes. In sectionIX we will discussother caveats,
including AS loops and tangles.

The wide 
uctuations of table sizefrom peer to peer are
mainly due to locally carried customer routes. For address
space analysis it is important to note that some of /8s
(16.8M addresses)are periodically announced and with-
drawn [Houston01a], which represents a substantial frac-
tion (1/3) of new allocations for a year.

Other anomalies include the presenceof private ASes,
announcements of RFC1918 space(e.g. 10.0.0.0/8), and
announcements of default route 0.0.0.0/8.

A salient property of BGP data used for inferring AS
connectivity is that it doesnot guarantee correctnessof the
announcedAS paths. We discussconnectivity distortions
by BGP in [BG01c]. A counterintuitiv e consequenceof AS
granularit y being too coarseis the multitude of rami�ca-
tions (seesection IX) in same-pre�x path systems,includ-
ing tangles(AS loops arising from paths passingtwo ASes
in opposite directions while reaching samepre�x). Appar-
ent routing loops arise from typos in prependedsequences
con�gured by hand. These typos are consistently present
in RouteViews tables. (On 28 June 2001,7 pre�xes origi-
nated by oneAS are miscon�gured by a prepending typo.)

2A community is an BGP attribute associated with a set of network
pre�xes.

The ASes involved are (slowly) changing. There are also
real routing loops, undetected by the local BGP process.
For example, in 02 May 2000data, 43 pre�xes have a loop
in combination A B A present at the end of AS A and 5
customer AS announcements, and one pre�x by prepend-
ing. Weanalyzedonesuch annoncement in March 2001and
found that a double-homedAS got its route announcedto
oneupstreamback from the regional Internet exchangeand
then announcedit to another upstream without checking
for a loop. Miscon�gurations of that type appear lessfre-
quently so far in 2001 (they were present in March, but
nonein April-June.) For obtaining correct BGP AS graph,
we currently shrink the portion of AS path between �rst
and last instance of repeated ASes, if the AS is the same
in both instances. If there are two di�eren t ASes in �rst
and last repeated instances, we exclude the whole route
announcement from analysis.

BGP data also presents challengescausedby its incom-
pletenessand uncertainty. SomeASesare transit-only and
do not advertise their networks; other ASesadvertise only
part of their blocks, and others either advertise networks
that they do not own, or truncate AS paths so that other
ASesappear to do the samewhenmany origins are found in
the table(s) for the samenetwork. Occasionalspikesin the
use of multi-origin announcements are not an uncommon
feature of BGP tables.

A. Multi-origin announcements.

In our dataset, 27 large (table over 98K) peers for the
03 May 2001merged table contains 117029pre�xes. 1110
of thesehave multiple origins. The whole set contains the
following number of pre�xes with di�eren t origins:

origins 1 2 3 4 5 6 Total
pre�xes 115919 1080 20 6 2 2 117029

Of 97250 pre�xes in the intersection of 27 large tables
(global pre�xes), 1067 have multiple origin AS. There are
621di�eren t groupsof ASesthat appearasmultiple origins,
These groups include 768 ASesout of 10937. The largest
number of pre�xes multiply originated by an AS is 93.

Thesenumbersdi�er slightly for the full (37 peer) table,
in that there are 1156pre�xes, 642AS groups,798ASesin
multiple origin groups, and at most 104 pre�xes multiply
originated by one AS.

1049 pre�xes among 1067 have two origins and 15 pre-
�xes have three origins. 3 pre�xes have four origins;
they are originated with AS numbers given to European
branches (DE, NL, CH and "Europ e") of a large US
provider.

The following table shows that among 2-origin pre�xes,
there is often imbalance between number of peers seeing
one or another origin.

Min.AS cn. 1 2 3 4 5 6 7 8 9 10 11 12 13
2-or.pref. 185 98 162 78 71 57 65 55 43 52 49 78 56

In about 42.4%cases,the lessfrequent AS is seenby one,
two or three peers. Between4 and 13 peersthe distribution
is roughly uniform: if a lessfrequent origin AS appears in
more than three peer tables, chancesare about the same
that its peercount will be anywhere between4 and 13. (13



is maximum that the smaller summandof 27 can be.) The
data hasno gap betweenpre�xes with preferred origin and
pre�xes for which the origin is undecided,This meansthat
assigningan origin by peer"ma jorit y vote" cannot bedata-
driven without making an arbitrary cuto� choice. Even
with such a choice,a non-negligiblenumber of pre�xes will
remain undecided("inconsistent", in BGP parlance.)

In a set of May 2000data that we analyzed, about 10%
of the multiple origin AS pre�xes arosefrom truncation of
an AS path at the end, i.e. a pre�x was advertised both
by customer and upstream provider.

As of 1 June 2001, the union of the 32 tables contains
2315multiple origin AS pre�xes, 693groups,and 876ASes
in groups. The maximum number of multiply originated
pre�xes, 953 and 951, is advertised by two ASes belong-
ing to the sameprovider mentioned above. (These two AS
numbers are used for US networks.) 930 pre�xes are ad-
vertised by exactly these two ASes. Thesemultiple origin
pre�xes, almost all of which are /24 subnets of a classA
block, are seenby only four peers. Three of these peers
seepre�xes with one origin (which has much smaller AS
number) and one peer with another origin AS.

These 
uctuations will be �ltered when only pre�xes
common to chosen peers are analyzed, as we mostly do
in the rest of the paper.

B. Private ASes

AS numbers between 64512-65525are sometimes as-
signed by a provider to a customer who wants to speak
BGP but doesnot qualify for a legitimate AS number from
a registry. Another reason for their appearanceis subdi-
vision of an AS into a confederation [HM00] [Stewart99].
Like private addresses,private ASesshould not be leaked
beyond boundariesof their consensualuse.

For 03 May 2000 RouteViews data, out of 335606AS
paths in the union of 27 tables, 32 paths (one in 10K)
contain a private AS that was not truncated by upstream.
Thesepaths carry 41 pre�x announcements. 19 paths out
of 31 contain a private AS betweentwo legitimate AS num-
bers (one of which is the origin), both under 750.

AS setsweredesignedfor usewith routes that aggregate
lessspeci�c and more speci�c announcements having dif-
ferent AS paths. The motivation was to enablea check for
an AS loop in the casewhere there are more ASeson the
line than any single path would contain. Fortunately, this
feature is no longer signi�cantly present in BGP tables.3

C. Inadvertent transit.

There are signsof inadvertent transit through customer
ASes. When the BGP graph is stripp ed by removing suc-
cessive transit levels [BC01a], only a small portion, (3%)
of the ASes remain. The AS graph of 28 June 2001 ob-
tained from all 41 backbone peer tables (87K pre�xes and
over) has 11408AS nodesand 24495links. There are 333
ASes (2.92%) and 2656 links in the core. The stripping

3There are 125 AS set tok ens (instances of an AS set) in the union
of 27 tables of 2001-05-03, and only 7 di�eren t AS sets. Compared
with 10937 Ases, or 3.3M lines in the table, this is not much.

has increasedthe link/no de ratio from 2.15 to 7.98. How-
ever, 180 ASesin the core (54%) have outdegree1. These
are most likely customers found in AS paths connecting
their upstream providers due to a common BGP miscon-
�guration: a customerannouncing its upstream's routes to
another upstream.

D. Peer selection among RouteViews

We need to �nd the set of pre�xes generally agreedas
routable. This set will serve as an input to path identi�-
cation algorithms, which analyze routing diversity of the
globally visible pre�xes. To capture this diversity, we need
the maximum number of complete peer views. However,
as the number of views increases,the number of pre�xes
sharedamong can decrease,complicating analysis.

Another problem is that peerscontribute (full or partial)
tables with sizesvarying from a few thousand pre�xes to
108K and more. We needto make peercontributions com-
parable. Otherwise, conclusionswill depend upon a mix
of data with varying levels of statistical legitimacy. An-
other problem is that each table contains a mix of globally
routed and locally carried pre�xes, and proportion of these
may vary. It seemsreasonableto choosea �xed cuto� for
table sizesas a fraction of the maximum size. However,
an arbitrary threshold may cut the sample between rela-
tiv ely closesizes. As is often the casewith Internet data,
the table size spectrum contains several large gaps. The
data classi�es itself (self-tiers) into the intervals bounded
by thesegaps. Choosinga cuto� at the gaprather than at a
fraction of maximum has an additional advantage of being
more robust against an occasional occurrence of in
ated
tables which leave everyone elsebehind.

The counts of BGP tables with a given number of pre-
�xes of length /24 or shorter in the 03 May 2001 Route
View data are shown below. Table sizesare binned by 1K
intervals (1000); e.g. 98K entry counts tables with 98,000-
98,999pre�xes. We list only non-zerocounts.

#pref,K 105 103 101 100 99 98 92 85 1-8
#p eers 3 2 1 6 13 2 2 4 4

The table shows that as of 03 May 2001,there are three
di�eren t groupsof backbonetables with 98-105K,92K and
85K entries. They likely arise from three di�eren t typesof
route selection policies. The 85K table is obtained by �l-
tering on pre�x length accordingto Regional Internet Reg-
istries' (RIR) allocation boundaries (/19 and /20 in class
A, /16 in classB) [Houston 2001a].Filtering policy may be
in somecasesmoderated by the goal of preserving reach-
abilit y, as can be inferred from data shown in [RBB01].
This is accomplishedby leaving least speci�c (top) pre�xes
in the table, even if they are longer than RIR boundaries.
The most common table size is 99K. An 98K cuto� leaves
27 peer tables. An 85K pre�x cuto� leaves 33 peers. We
will mainly discuss27 tables, sincethis results in the most
homogeneoussample.



V. More specific prefixes

A. Internet addressblocks

An Internet addressblock is a contiguous interval of in-
tegers. Such an interval is competely speci�ed by its lowest
end (we call it base) and its size. It is referred to asa CIDR
block if the sizeis a power of 2 and the sizedivides the base.

The systemof CIDR addressingblocks canbeabstracted
into a binary tree, in which each node is a bit string of
length between 0 and 32, and two nodes are connectedif
one is a substring of another which is one bit shorter. For
example, 192:168:0:0=16 represents a bit string of length
16 for addressblock which will never have a speci�c owner
and is free for use by anyone [RFC1918]. Its parent node
is 192.168.0.0/15.

An individual IP addressis given by a 32-bit string. An
address block consists of leaves of a subtree rooted at a
node.

Pr oposition. Two CIDR addressblocks have an IP ad-
dressin common, if and only if one is a subsetof another.

Pr oof. Follows from the uniquenessof path between
any two nodes in a tree. Both nodes representing CIDR
blocks belong to a common path that starts at the root of
CIDR tree (empty string 0.0.0.0/0) and terminates at their
commonIP address.Thus, onenode is a parent of another
in the tree.

Definition. An announcedaddressblock is called more
speci�c if it is a subset of another announcedblock. This
latter block is called less speci�c. An addressblock A is
immediate lessspeci�c of block B if there is no intermediate
block C, which is a subsetof A and a superset of B (more
speci�c than A and lessspeci�c than B.)

A block is called top or least speci�c if it is not more spe-
ci�c of any other block. A top block is called root if it has
more speci�cs, and standaloneor non-speci�c otherwise.

B. Speci�city as businessrelation

The premisethat packets are forwarded accordingto the
route of the most speci�c announcement implies a degree
of cooperation from the ownersof the lessspeci�c block. If
anything goeswrong and the more speci�c announcement
will be withdrawn, the immediate lessspeci�c receives all
tra�c destined to the more speci�c block. However, this is
not always a customer-provider relation. A larger ISP can
usea subblock out of a smaller ISP's allocation.

C. More speci�cs in Route View tables

Let us examine how many more speci�cs exist in the
table. The table of 03 May 2001 contains 118379pre�xes
in the union of 37peerviews. Weselectpre�xes commonto
19peertables. Of those,102095are commonto six or more
peers.Among thosepre�xes, morespeci�cs makeup 55210,
or 54%of all commonpre�xes. Another 41731pre�xes are
non-speci�cs. Their addressspaceis covered by no other
pre�x. 5154 pre�xes are roots which have more speci�c
pre�xes in the intersection of 19 tables. The set of more
speci�c pre�xes of a root has the structure of a tree, which
is induced by the similar structure of CIDR subdivisions of

the whole IPv4 addressspace.Each tree canbespeci�ed by
its height and its number of nodes. Height onecorresponds
to a tree with only one level of hierarchy, i.e. a pre�x and
one or more immediate more speci�cs. The distribution of
tree height is as follows:

Max chain, pf 1 2 3 4 5
Top pre�xes 42188 4237 670 109 9

The number of nodes in the trees (excluding the root
node) varies from 1 (1611 trees) and 2 (954 trees) to large
unique trees of 1132 and 1243 nodes (with tree height 2)
and 1324nodes(tree height 4). We concludethat there are
pre�xes with up to 5 lessspeci�cs, a fact rarely mentioned
in the literature, even though it is easyto observe (we saw
it �rst in May 2000; it occurs in the table of 2001-04-03,
but not of 2001-04-20and 2001-04-29,wherethe maximum
height is 4.)

The distribution of pre�xes by speci�cit y level for 03
May 2001data is given in the table below. The count for
level 0 includes roots and non-speci�cs; the count for level
1 re
ects immediate more-speci�cs of the roots; the count
for level 2 includes more-speci�cs of the latter, and so on.
Level 0 1 2 3 4 5
pre�xes 46885 42758 11366 1013 64 9

The addressspaceconsumption by pre�xes of di�eren t
speci�cit y level is given in the following table:
Level 0 1 2 3 4 5
IPs 1122M 106M 9.44M 0.67M 24200 2304

Each level of speci�cit y requiresat least one decimal or-
der of magnitude lessaddressspacethan the previous level.
In particular, most IP addressesare covered by only one
pre�x. 4 The extended version of this report describes fur-
ther implications of speci�cit y [BC2001b].

VI. Ev olution of prefix set

The large number of more speci�c pre�xes is generally
thought of as contributing to routing table growth. It
is thus important to understand whether more speci�cs
are routed di�eren tly than their lessspeci�c counterparts.
The results should also help explain why the use of more
speci�cs is popular.

We examine the distribution of more speci�cs through
atoms. There are 97250 pre�xes common to 27 peers in
the table of 03 May 2001,out of a total 117K in the union
of 27 tables. The total number of more speci�cs in the
union of tables is 70K, of which 51K (52.3%of 97K) are in
the atoms, i.e. are carried by all 27peers. Of the remaining
19K, 2.9K are longer than /24, and 16.2K are shorter than
/24, yet not globally visible. (The union also contains 67
top (least speci�c) non-global pre�xes longer than /24.)
The remaining part of the section dealsonly with pre�xes
of lengths /8-/24.

Among the globally visible more-speci�cs, 14.84%are in
the same atom as their immediate less speci�c, and for
86.46%, all their less speci�cs are in another atom. An
unexpected group of 355 pre�xes (0.70% of 51K) consists
of "patches", which are in the sameatom with someof their

4Some addresseshave 6-fold coverage, which is probably as safe as
buying �v e insurance policies for the same type of accident.



lessspeci�cs, yet their immediate lessspeci�c is in another
atom. These pre�xes revert the policy hole punched by
their immediate lessspeci�c, making it to conform back to
that of a larger aggregate.

Another unexpected group of pre�xes consists of non-
global lessspeci�cs, which however have someglobally vis-
ible more speci�cs. Among those, 71 are root pre�xes (do
not have less speci�cs themselves) and 86 are more spe-
ci�c. The most prominent of those are 63.64.0.0/11 (651
more-speci�cs), 63.96.0.0/11 (548), 62.0.0.0/8 (419); the
rest have 68 or lessmore-speci�cs.

For the 33 peerswith over 85K entries in RouteViews5,
the result doesnot signi�cantly changedespitea large drop
in the count of morespeci�cs, to 38K, or 45.3%out of 83.7K
common pre�xes. The number of more speci�cs present in
their atom together with a lessspeci�c pre�x is 13.64%of
38K, and the number of those that have a lessspeci�c in
the sameatom is 86.45%.

It is clear that more speci�c pre�xes are intro duced into
the routing table for the purposeof expressingrouting poli-
cies di�ering from those carried by larger aggregates,as
previously suggestedin [Houston 2001b]. Our result also
shows strong quantitativ e agreement with the data given
by Houston for January 2001,where he states that among
37.5K more speci�c announcements, 30K, or 80% of them
usedi�eren t AS paths from their corresponding aggregate
and thusare intro ducedto expressdi�eren t routing policies
from that of the larger aggregates.

To analyzemedium-rangetrends in the dynamics of the
routing table, wecomparethe growth of non-speci�cs, roots
and more speci�cs acrosssix months. We use28 Nov 2000
RouteViews table with 90K cuto� and 26 peers. We ini-
tially tried the 20 November 2000table until we discovered
that onelarge peerdropped 4K pre�xes between28 and 29
Nov. This results in 4.4K pre�xes seenby only 25 peers
on 29 Nov, and 3.5K drop in pre�xes common to all 26
peers. (For comparison,in the 03 May 2001table only 760
pre�xes have a next-to-largest peer count; for 28 Nov 2000
it is 611.) As we show below, the count of root pre�xes (as
an example)changedlessthan that betweenDecember and
May. Hence, the improper choice of a day in RouteViews
can bring our "signal-to-noise ratio " well under 1.

The number of peerscommonamonglarge peerportions
of 2000-11-28and 2001-05-03tables is 19.

Pre�xes seenby n peersare few when n is over 10 and
under m � 3, wherem is the number of large peerswith an
un�ltered table, which allows for classi�cation of pre�xes
into locally and globally reachable. It is sometimesthe case
that a peer does not seea pre�x otherwise shared by all
large peers. It might therefore make senseto include pre-
�xes whoselarge peer count is one or two under the max-
imum. However, to maximize comparability, we will take
19 large peers common in both the 28 Nov 2000 and 03
May 2001Route View tables, and comparethe setsof pre-
�xes common to all 19 peers,which disappeared,emerged,
or changed. We will present the samecomparisonbetween

5This table size results from applying a speci�c common �ltering
policy [RBB01].

the set of global pre�xes common to all 26 large peerson
28 Nov 2000and the set of pre�xes commonto all 27 large
peerson 03 May 2001.

In the tables below, "V ac" standsfor vacuum(no pre�x),
counting caseswhenpre�xes emerged,i.e. werenot present
before (shown as transition from vacuum to matter) or
disappeared (transition from matter to vacuum.) "M.sp"
stands for more speci�cs, and "St.al" for standalones;"p"
for previous(28 Nov) count, i.e. row sumfor morespeci�cs,
roots and standalones,and "c" for current (03 May) sum,
i.e. sum of column values.

The row index (Root, M.sp etc) denotesthe pre�x's sta-
tus on 2000-11-28;the column index its status on 2001-05-
03.

Global 19 peerspre�xes, Nov.28, vs. May 05.
St.al Root M.sp Vac Sum Out

St.al 30900 740 888 3195 35723 13.50
Root 447 3452 86 352 4337 20.41
M.sp 3247 190 34464 12025 49926 30.97
Vac 7594 643 15250 0 23487 100.00
In 31.60 36.27 32.50 66.30 89986p
Sum 42188 5025 50688 15572 97901c

In the next table, we mark pre�xes which disappeared
from the table in �v e months as"Out" and thosewhich are
new as "In".

St.al Root M.sp Vac
Out 13.50 20.41 30.97 100.00
In 31.60 36.27 32.50 66.30
Net 18.10 15.86 1.53 � 33:70

Our data doesnot support the claim that more speci�cs
are driving up the size of BGP table. In the �v e months
betweenDecember 2000and May 2001, the change in the
amount of more speci�cs is insigni�can t, relative to other
sourcesof variation. Top pre�xes have increased by 16
to 18 percent. The di�erence in changesof root pre�xes
and standalone blocks (non-speci�cs) is too small to dis-
tinguish. Also, the margin of error here may be as large
as 4%, which is the amount of positive change for more
speci�cs when using a table from 29 Nov rather than 28
Nov 2000. Recall that the former table is missing 3.5K
global pre�xes due to a 4K drop at one large peer.

There is, however, a property that distinguishes more
speci�cs from the rest of the addressblocks: they churn
(turn over) much faster than top pre�xes. Although the
rate of addition of new more speci�cs wascomparablewith
the samerate for non-speci�cs, the rate of their depletion
was 2.5 times as high, resulting in an approximately zero
net change. (In a slightly di�eren t comparisonsetup, it is
0.68%). On that scale,roots had intermediate turnaround,
which �ts their role asmiddle ground objects in the infras-
tructure (they are both speci�cs and top blocks.) This is
consistent with more speci�cs being typically assignedto
small ISPs or customer companiesthat have more volatil-
it y.6. In general,more dependencycausesmore churn, and

6Many .com's jump ed on the Net in 1999/2000, had to sign o�
later in 2000/2001. Such pre�xes would wear and tear much faster
than other pre�xes, prett y much lik e circulating currency of lower
denominations
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the maximal churn is for morespeci�cs (net increasealmost
zero, but with 30% churn).

A. Evolution of top pre�xes

The increasein top pre�xes comesfrom four sources:al-
location, deaggregation, expansion and aggregation. We
next analyze the relative importance of thesecauses,com-
paring top pre�xes present in the intersection of 19 peers
tables on 28 Nov 2000 and top pre�xes common to the
sameset of peersin the 03 May 2001table.

There are 8237new top global pre�xes in the table of 03
May 2001,comparedto the table of global 19-peerpre�xes
for 28 Nov 2000.7

4525pre�xes (55%) covering 38.75M addressesare com-
pletely new. They have no related pre�xes (more or less
speci�cs) in 28 Nov table. We will label them "allo cation".
Actual allocation of the addressblock by registries [ARIN
2001] [BC 2001a]may have occurred long before that.

3712pre�xes (45%) haverelated pre�xes in Nov.28 table.
Of those, 3306 (40%) are fully covered by global pre�xes
from 28 Nov table and 406 (5%) are partly covered.

Of 3306fully covered,2941(35.7%) have onelessspeci�c
in the table. 150pre�xes (1.8%) have two lessspeci�cs, and
0 pre�xes have 3 or more lessspeci�cs. Thesepre�xes are
obtained by deaggregation.

215pre�xes (2.6%) out of 3305fully covereddo not have
less speci�cs. These are obtained by aggregation. Those
can also be augmented by 5% of partly covered pre�xes,
making total of 7.6%.

The breakdown of sourcesof the new top pre�xes is:
Allo cation 55%
Deaggregation 37.5%
Expansion 5%
Aggregation 2.6%

We note that among5% of pre�xes that werepartly cov-
ered in 2000-11-28table (which we count asexpansion)ex-
pansion of just one pre�x makes 2.5% and another 2.5%
is expansionof more than one partly covering pre�x to a
larger single block.

7The number of new top global pre�xes is closer to 8100 when the
set of global 19 peer pre�xes in 03 May table is compared to the union
of all peer tables for 28 Nov.
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VI I. BGP atoms and classifica tion of r outing
policies.

In this section, we explore a new way of grouping ad-
dresseson the basisof their global routing properties.

In a single AS setup, we can group pre�xes (address
blocks) according to the AS path to which they map in
the BGP table. The number of groups is then equal to
the number of di�eren t AS paths. All path counts refer to
reduced(non-prepended) paths with no repeated adjacent
ASes. Geo� Houston's report [Houston2001a]implements
this grouping. It �nds 14081 AS paths to 108K pre�xes
carried by Telstra on 2 May 2001.

We seeka more e�ectiv e way to group pre�xes, which
re
ects properties of the global routing systemrather than
its single AS view. Otherwise we risk policy biasesinher-
ent in any one speci�c view, including (but not limited to)
strong preferencefor someAS paths or an excessive num-
ber of local pre�xes. Moreover, a single AS may not see
a policy di�erence in the routing of two pre�xes, simply
becausethey are routed through the samepath from it {
the projection of data to the `observation plane' of this AS
losesimportant detail.

We o�er a generalization of pre�x grouping by AS path:
Definition. Two pre�xes are said to be path equivalent

if we cannot �nd a BGP peerwho seesthem with di�eren t
AS paths. An equivalenceclassof this relation is called a
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BGP atom.

Convenienceassociated with description of global rout-
ing in terms of atoms derives from the fact that an atom
captures the part of routing policy relevant to AS paths
and applicable to many pre�xes at once. Intuitiv ely, an
atom can be conceptualizedas a double-sidedobject like
a coin, with a system of AS paths on its head and set of
pre�xes on its tail.

The algorithm for constructing BGP atoms is:

1. Find all pre�xes commonto a chosensystemof peers.

2. Associate a systemof peerAS paths with each pre�x.

3. For each system of AS paths, �nd all pre�xes that
share this system of paths.

The following table shows relevant statistics for the three
May tables from 1999-2001(using May 01 table for 2001)
choosing the 6 peerspresent throughout this period: AS 1,
7018,3561,2828(US) 1755,3333(Europe).



Year 1999 2000 2001
AS count 4893 7482 10832
common pre�xes 57720 75174 99009
AS paths, max 6603 9859 14207
atoms 8615 12327 17474
atoms/paths 1.30 1.25 1.23
atoms with 1 pre�x 3912 5814 8582
largest atom, pf. 1152 1799 2290
crown atoms 4697 6684 9465

The AS and pre�x counts in the table di�er slightly from
those given elsewherein the paper since we used only six
peers. Pre�x counts refer to the number of pre�xes com-
mon to all peers,which were usedto compute atoms.

The table shows that the growth in the number of atoms
seenby six peersclosely follows the growth in the number
of ASes,pre�xes and AS paths. All four numbers approx-
imately doubled from 1999to 2001.

The table suggestsstrong potential for atomic reduction
of routing tables. Atoms generalizethe grouping of pre�xes
by AS paths; yet astime goesby, their counts approach the
maximum AS path counts (which for this peerselectionare
consistently from the sameEuropean AS.) This evolution
may result in the diversity of AS paths seenby one peer
eventually becomingcloseto what canbe found by analysis
of global collection including dozens of them. However,
currently this is not yet the case, as we will �nd when
analyzing tables with 27 and 33 peers.

Approximately 50% of atoms contain only one pre�x,
though there are also atoms with many pre�xes; this is
where reduction of the BGP table occurs. The number
of one-pre�x atoms and the maximum pre�x count for an
atom have doubled in 1999-2001,matching the evolution
of the table size. The cumulativ e distribution of atoms by
size(Figure 9) is closeto a Weibull curve [Extreme 2000]

Pf n > xg = exp(� axb)

where n is the number of pre�xes in an atom, with b �
0:15 for x � 100 pre�xes. Frequenciesof individual counts
satisfy the relation

P[n = x] � cxd; x � 100

with d � 1:8. It is also possibleto approximate Pf n � xg
with power function cx� 1:3 [Faloutsos1999].

With regard to addressspacecontent, sizesunder /16 ac-
cumulate about 5%. Atoms of total addressrange of a /16
(65.5K) contribute about 10% of the addressspace,and a
comparablenumber of atoms. Atoms larger that /16, but
smaller than /8, accumulate addressspacein a logarithmi-
cally uniform way, i.e. each binary order of magnitude size
contributes approximately an equal number of addresses,
for a total of 45% of routable addressspace.Another 40%
of the routable addressspaceis contributed by atoms con-
taining large blocks (/8s, i.e. 16.8M, and more.)

Most atoms are small in terms of addresssize: more than
60% are under 8192 addresses(/19) and about 75% have
sizesunder 65K. The only size in which both many atoms
exist and a signi�cant portion of addressspaceis coveredis
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/16. Note also that both distributions have convex curves
after spikesat powersof 2, whereatoms with a large pre�x
and one or more smaller blocks are accumulated.

We note that the data can easily be identi�ed with a
power function rather than Weibull, a fairly common phe-
nomenon in Internet topology analysis. A power function
predicts a much heavier tail than Weibull distribution, and
has greater deviation from the observed ccdf (complemen-
tary cumulativ e distribution function), especially for large
object sizes.The AS degreedistribution in the RouteViews
table was observed by [Faloutsos 1999] to be close to a
power function. Barabasi et al. [AJB 2000]usedthis result
to infer far-reaching conclusionsregarding resilienceof the
Internet to directed attacks upon AS nodes,despitethe fact
that removing a large AS node implies disabling hundreds
or thousands of routers at once. In reality, more carefully
actively measureddata [BC01c] suggeststhat most Inter-
net object (e.g., IP, pre�x, AS node) size distributions,
while amenableto rough approximation by a power func-
tion (with relative accuracy between 30% and 120%), �t
better to a Weibull distribution, often with relative accu-
racy of 7-15%. A possibleexplanation of this phenomenon
is that Weibull is an extreme value distribution [Extreme
2000], which limits the minimum of many positive vari-
ables,and Internet object sizesare usually constrained by
various resourcelimitations. It may also be the casethat
Weibull is a better �t to this data becauseit has more
parameters(degreesof freedom) [Willinger 2001].

The fact that some of the Route Views have BGP AS
degreedistributions which are closeto power functions is
thereforean exception, rather than a rule in Internet statis-
tics, even when restricted exclusively to graphs' degrees.
For example,comparisonof Figure 11 with Figure 5 shows
that evendi�eren t daily samplesof BGP data canhavevery
di�eren t AS degreedistributions, close to power function
in one day and further away from it in another.

VI I I. Cr own atoms

Despite growth in multihoming, a signi�cant number
(close to 40%) of ASes are still singly homed, at least as
observed in RouteViews data.
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From the global routing standpoint, if all paths to AS
B passthrough AS A, it would make no di�erence if B 's
networks were advertised by A: This circumstance is one
reasonfor the existenceof multi-origin pre�xes. One neces-
sary condition for truncation of paths at B is that it occur
in paths consistently always beforeA and other ASescloser
to A than B (this is not always the case,but exceptions
are rare, not more than a dozenatoms.)

Definition. An AS B is called a focal point for an
atom A if B is present in all paths and every other AS
consistently either follows B or precedesB in all paths in
which this AS appears.

A crown point is an AS that has the largest number of
following ASesamong all focal points.

A crown atom is an atom whosesystemof AS paths has
beentruncated at the crown point.

Note that if an atom has a unique origin AS, this origin
is a focal point (with 0 ASesfollowing), and therefore most
atoms have an associated crown atom. If there is no focal
point, we will let the crown atom coincidewith the original
atom by de�nition.

When AS paths are truncated, systems of paths that
di�er only in the truncated part may becomeequal, which

will reducethe number of atoms (pre�x setswith identical
AS path systemswill be merged into larger atoms.) For
the 01 May 2001data, the number of crown atoms equals
15174, which is 30% less than the number of atoms, and
about 7 times lessthan the number of pre�xes.

The reduction is much greater when the number of peers
is small. For example, for the 8 peers with the largest
number of AS paths, the number of atoms is 20109and the
number of crown atoms is 12452.For the 6 peerspresent in
all data sets,it is 9465. The magnitude of thesereductions
is not unexptected. The growth in the number of peers,on
the other hand, results in growth in the number of observed
AS links and in a decreasein single-homing. Crown atoms
are likely to lose their advantage as the number of peers
grows large. Nonetheless,single-homednetworks do exist
and for these,truncation to crown atomswill always reduce
the length of their AS paths. The problem is, however,
that truncated atoms might not have existed, and thus
truncation of somecrowns may not reduce the number of
existing atoms.

A. Dependence of atoms on peer choice

An inherent limitation of our de�nition of atoms is that
it relies on a speci�c collection of available peerviews, and
the resultswill di�er usingdi�eren t views. Weneedto show
that for a su�cien tly completesetof peers,this dependence
diminishes. Ideally, the addition of new peersshould not
changethe systemof atoms after we have `complete' cover-
age;the equivalencerelation is maximally re�ned, and the
set of classesconvergedto its projective limit .8

For the data of May 01, 2001,we analyzedother choices
of peersthan selectingall large peersas we did above:

A. Top 8 peersby AS path count
B. Top 8 peersby pre�x count (without AS repetitions)
C. 8 non-US peers
From (C) we ask what is thae cost in coverageif all US

peerswere removed from our data set?
The next table shows the dependenceof atom counts on

the choice of peers,in terms of peer IP addressesand peer
AS.

Selection IPs AS Pref. AS pth Atoms
many pre�xes 27 24 97940 14566 21512
many paths 8 8 99140 14566 20109
many pre�xes 8 8 99256 14566 19368
non-US peers 9 8 98764 14207 18376

The number of atoms using by 27 big RouteViews peers
is 90% reached with the 8 peers with the largest pre�x
and/or path count. International providers have somewhat
smaller resolution, 85.4%of the maximum for 27 peers.

B. Distinct routing policies for an AS

How many di�eren t routing policies can exist in the In-
ternet with regard to addressblocks in the sameAS?

The following table shows data for May 03, 2001, com-
puted with 27 peersseeinga total of 21573atoms.

8A pro jectiv e limit is the limit of subdivision of existing objects;
its dual is the inje ctive limit , which is the limit of adding completely
new objects [Lang 1992].



Atoms 1 2 3 4 5 6 7 8-65
#AS 6851 2188 856 430 217 150 89 262

In this data, there are 36 di�eren t atom counts that can
occur for an AS. The maximum number of routing policies
applied in the Internet to pre�xes from the same AS is
therefore65. The last atom count assumedby two di�eren t
AS is 30(counts of 32,33,41,43,46,52,54and 65areassumed
by one AS each.) The last count with over 10 AS sharing
it is 14 atoms.)

These results change slightly with 85K pre�xes cuto�
which enablestaking 33 peers:
Atoms 1 2 3 4 5 6 7 8-60
#AS 6491 1905 738 391 185 146 85 214

Using this method, the atomic reduction of pre�x set is
huge, almost �v e-fold, which has compelling implications
for the state of Internet engineering.

IX. Ramified atoms and locality of AS policies

A fundamental premiseof BGP is that an AS sharesonly
its best paths with its neighbors. If an AS implements uni-
form routing policiesthroughout its networks, then packets
to a given network from anywhere in that AS will always
follow the sameAS path to the destination. There would
be at most oneoutgoing link at any node of the atom's AS
graph, and the graph would be an (inbound) tree.

In reality, an AS can have both geographicaland logical
spread, and di�eren t networks within an AS may imple-
ment varying policies due to their local conditions, di�er-
encesin peer interconnection, or loose intra-AS coupling
(e.g. companiesacquired by a large ISP may still follow
their old policies [McCreary 2001].) This policy depen-
dence on local properties of the AS that propagated the
connectivity message,though hidden in addressingby AS
numbers, can be observed through rami�c ation of atoms.

Rami�cation is a phenomenonwhere several paths des-
tined for the same pre�x can branch or loop at an AS,
resulting in the system of paths whose span is a graph
with positive outdegreesand/or positive cyclomatic num-
ber (de�ned below.)

For the BGP table of 03 May 2001(with selectionof 27
peerswith over 98K pre�xes), 7532atoms (35%) are ram-
i�ed. This rami�cation is mainly observed at a handful of
ASes,which either participate in RouteViews,or areknown
to be large providers, or both. ASeswhich are rami�ed in
the largest number of atoms have counts as large as 3295,
1990, 1533, 1047, 538, 481, 135 and 124. All other ASes
are rami�ed in 35 atoms or less.

For example, one rami�ed atom in the table for May
019 consistedof 7 pre�xes with origin AS 8472, with two
distinct AS paths:

� ��

H HH

7018

H HH

� � �
8472

5400

5727

(1) 7018-5400-8472
(2) 7018-5727-8472

9his atom is not found in the table on May 03; pre�xes from AS
8472 are no longer common to all 27 peers.

Path 1 is seenby AS 1740and 3 other peers. Path 2 is
seenby AS 7018and 5 other peers.

AS 7018is a global provider, present almost everywhere
though more denseon the US East Coast, whereasAS 1740
is present only in California. `Hot potato' routing dictates
that an AS should sendtra�c destined for a non-customer
via the point closest to where that tra�c entered its net-
work. Consistent with this policy, AS 1740 reaches AS
8472via a di�eren t intermediate provider, and most likely
using di�eren t parts of AS 7018'sinfrastructure than those
peering with 7018at the East Coast.

The rest of the path system for this atom is comprised
of 40 other ASes that form one or more inbound (fan-in)
trees, i.e. graphs with all nodesof outdegree1 except one
(root) node with outdegree0. We provide a quantitativ e
analysis of atoms' cyclic complexity below.

The next examplerepresents an atom with two cyclesin
undirected graph. Here, rami�ed AS paths have di�eren t
lengths:

1-1239-852-838 6453-1239-852-838
1-701-1691-852-838 6453-701-1691-852-838

Wecall an atom a tangleif it hasa directed loop. The ta-
ble of May 03, 2001contains 9 tangles,5 of them the result
of a typo in prependedsequence.The following exampleof
a tangle is most likely a result of tra�c engineeringin two
cross-continental backbones. In an atom with cyclomatic
number (see below) 7, paths 8 and 9 contain a directed
loop betweenAS 1239and AS 6461.

8) 6453-1239-2914-11908-6461-4926-4270-4387
9) 6461-1239-5511-4000-7303-4270-4387

There are several causesof rami�cation. An AS may
have a valid engineering reason, (e.g. load balancing) to
announcedi�eren t AS paths to di�eren t peers,even if peer-
ings occur within geographicaland topologicalproximit y of
each other. An AS may not announce to neighbours the
best available path or announcethe best path to only some
of them. Another possibility is that an AS announcesa
path that has nothing to do with where the tra�c is being
sent, i.e. to keep knowledge of businessrelations private.
All these scenariosrun contrary to the basic assumptions
of BGP, but they are allowed under BGP. Such 
exibilit y
is often consciouslyleveragedby those who know exactly
what they are doing.

This suggeststhat rami�ed atoms are a rule rather than
exception. The more observation points we establish, the
higher the chancethat somepaths will enter and exit infras-
tructure of someglobal provider at di�eren t points, which
will manifest as a rami�cation in the atom's path system.
Rami�cation is then associated not so much with individ-
ual atoms, but with multihomed transit ASeswith highly
diversepolicies. It is alsoan indication that an atom's view
provided by contributing peersis reasonablycomplete.

A. Cyclomatic numbers

An internal structure of the AS graph spanned by an
atom can be simpli�ed by recursive removal of nodeswith
indegree0 and outdegree1. ([BC01a].) This algorithm can
then be repeated, removing inbound and outbound trees



(secondrun removesnodeswith outdegree0 and indegree
1.) What is left (if it is non-empty) represents a graph
whosesymmetrization will contain cycles.

The most common type of cyclic remainder in the cur-
rent RouteViews inventory of rami�ed atoms is a diamond-
shaped con�guration, like that shown above. This remain-
der hasjust onecyclewhenviewedasa non-directedgraph.

To measurecomplexity of rami�cation, weusethe notion
of cyclomatic number [Harary 1975]:

Definition. The cyclomatic number of a graph equals
its count of links minus the count of nodesplus the count
of connectedcomponents.

Cyclomatic number is a convenient parameter of the
graph since it does not change when attached trees are
removed. The cyclomatic number of a tree is 0, so it can
be computed with or without preliminary stripping of trees
o� the graph. It measuresthe dimension of the �rst ho-
mology group of the graph viewed as a simplicial complex
[Mac Lane 1995],so that a graph with cyclomatic number
c has 2c di�eren t cyclesand combinations of cycles.

For 2001-05-03dataset with the sameset of 27 peersas
that used on 2001-05-01(with 90% or more of the maxi-
mum pre�x count, i.e. 99K or more) have the setof pre�xes
split into 21573 atoms (61 more than on May 01). The
number of rami�ed atoms is 7532 (27 more). The whole
set of atoms has the following distribution of cyclomatic
number:
Cyc.num. 0 1 2 3 4 5 6-10
#atoms 14152 5678 1568 145 16 9 5

X. Netw ork aggrega tion by r outing policy.

In this �nal section we show how to reducethe sizeof a
complete backbone BGP table by a factor of two, preserv-
ing all globally visible routing policies, including relations
of more- and less-speci�cit y, and using exactly as many IP
addresses.

The BGP standard encouragescarrying multiple pre�xes
in an UPDATE message[Rekhter, Li 1995]: BGP is able to
carry atoms in its messagesat the connection setup when
the whole table is exchanged. The standard sizeof a TCP
data segment, 1460 bytes, will have spacefor at least 300
pre�xes, that is, for every atom out of 21.6K except 13
(99% of atoms have 50 or lesspre�xes.)

This approach could potentially provides a substantial
savings on processingoverheadand on network bandwidth.
If the atoms are agreedupon in advance, { e.g. through
the useof globally de�ned communities or a new transitiv e
attribute, the savings could be leveragedacrossthe global
Internet without the needto collect pre�xes with equal AS
paths each time updates are sent (as suggestedby BGP
speci�cation.) Assembling updates is even possible with
an ASIC or content-addressablememory. However, aspre-
�xes changestatus, individual advertisements are required.
Savings in BGP transmission and processingmay be more
di�cult to realize at that stage.

Recall that BGP encouragesadvertising aggregatesthat
may be only partly reachable, so as to reduce route 
aps.
The BGP speci�cation intro ducesaggregation algorithms

that, as we have shown, are not currently useddue to con-
ceptual loopholesin the (otherwise streamlined) BGP de-
sign. BGP supports aggregationof a route to a more spe-
ci�c pre�x with a (di�eren t) route for a lessspeci�c, cre-
ating an AS path that contains AS sets. This solution is
intended to throttle explosive growth of more speci�cs. It
creates,however, an ambiguit y in the AS path (leaving, at
best, only as much information as necessaryto detect AS
loops, if the path is not truncated when aggregated)which
runs contrary to the logic of BGP.

Atoms o�er the global routing communit y a better op-
tion: mergetogether pre�xes that sharerouting policy, and
redistribute addressesinto smaller number of CIDR blocks.

Definition. Two pre�xes belong to the same routing
policy group, if they have equal

a) Level in the hierarchy of pre�xes (counting roots and
non-speci�cs as level 0)

b) atoms (i.e. sameAS path from each BGP peer)
c) height of the tree of subordinated more-speci�cs
d) routing policy group of their immediate lessspeci�cs
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For the purposesof redivision of IP space into CIDR
blocks, which will be done recursively for each level (start-
ing from 0), we will also require addressesin pre�xes from
one group to be covered by

e) equal CIDR block of the (new) subdivision of address
spacecontained in their lessspeci�cs.

It is possible to prove (by induction) that IP addresses
that belong to pre�xes in one group can be reorderedand
split into new CIDR blocks with all properties (a)-(e) pre-
served.

Somepre�xes visible to all peersmay have lessspeci�cs
in the union of peer tables that are not globally visible
themselves. To avoid underestimating the minimum num-
ber of CIDR blocks, (i.e. to avoid being too optimistic
about possible table reduction) we will make each non-
speci�c or lessspeci�c pre�x of length /24 or shorter into
a pseudo-atom,for the purposeof computing pre�x groups
only. This approach increasesthe reducedtable sizein two
ways, through addition of thesepre�xes and through avoid-
anceof merging pre�xes with di�eren t lessspeci�cs, when
those non-global blocks are included.

The minimum number of CIDR blocks that can accom-
modate addressescoveredby a set of pre�xes dependsonly
on addresscount:

Lemma. The minimum number of CIDR blocks con-
taining a (renumberedunion of a) set of pre�xes that cover
n di�eren t IP addressesequals the number of 1's in the
binary expansionof n:

Splitting less-speci�c address space into new CIDR
blocks leavessomefreedomas to which more speci�cs end
up in which block. We have chosen to proceed from the
largest CIDR block (high-order bit in n's binary expan-
sion), �lling each CIDR block by more-speci�cs in the order
of decreasingsize, and relaying over
o w more-speci�cs to
the next CIDR block. This may not be exactly the optimal

10 d) holds automatically for level 0 pre�xes, because their less
speci�cs make up an empty set.



approach with respect to the total number of blocks, but
examplesshow that the gain obtained by di�eren t order-
ings is small.

Each pre�x (starting from level 0) is assigneda tag ("�rst
name") containing items from the list above: a) level b)
atom c) height e) CIDR block size.

We prepend this with a "last name", which is the full
name assignedto the group to which its lessspeci�c pre�x
belongs,including the length of a particular CIDR block to
which the lessspeci�c group's addressspaceis subdivided.
Note that if the subdivision is doneaccordingto the lemma,
each length is represented by at most one block.

An exampleillustrates this strategy. The table of 03May
2001contains 27peerswho carry over 90%of the maximum
pre�x count. The number of atoms for this systemof peers
is 21570,22.2%of the commonpre�x count, which is 97250.
More detailed data is given in the section which compares
evolution of more speci�cs and top pre�xes in one of the
previous sections.

When the naming algorithm is applied, the number of
CIDR blocks to which the global pre�xes aresplit, is 47589,
or 49% of all global pre�xes.11 This shows that the cur-
rent number of globally routable objects can be reduced
by a factor of two with preservation of all routing policies,
including subset relations betweenpre�xes.

XI. Conclusion

We have described a framework for analyzing BGP ta-
bles. Several topics are expandedmore completely in the
extended version of this report [BC 2001b]. We have cov-
ered idiosyncracies and architecturally revelant trends in
current core BGP tables. Some of the analyzed metrics
have had sustained growth over two years. Many of them
had variable rates, mostly slowing down in 2000/2001. The
number of ASesgrew fastest, more than doubling over two
years.

Our results di�er from those we hear from Internet en-
gineers. We �nd that more speci�c routes had a rela-
tiv ely constant share of routes in backbone tables across
2000/2001. On the other hand, the churn of more spe-
ci�c routes was much larger than that of top pre�xes. We
also �nd that deaggregationof existing announcements is
a secondmajor source(beyond announcement of recently
allocated addressspace)of new top (least speci�c) pre�xes
in global BGP tables.

We have also listed manifestations of miscon�guration
and noise in BGP data, including multi-origin pre�xes,
AS paths with apparent routing loops (some of them due
to typos, some other being true loops undetected by lo-
cal BGP speakers), inadvertent transit through customer
ASes, leaking announcements of private (RFC1918) space
and private ASes. Other sourcesof uncertainty in BGP
data include transit-only (non-origin) ASes,allocated but
unannouncedaddressblocks, locally carried pre�xes, global
pre�xes missedby a few peers,pre�x length �lters, partial

11 If we forget about CIDR blocks, the number of pre�x groups (each
of which can be merged into one interval of IP space) is 33894.

tables, and possibility of AS path truncation, tampering,
or mismatch with the actual tra�c path.

We intro duced the notion of policy atoms [BC01b] as
part of a calculus in routing table analysis. We found that
the number of atoms and individual counts of atoms with
a given number of pre�xes properly scale with both the
Internet's growth and with �ltering of pre�xes by length.
We also found that atoms' AS path systemscan have rich
internal structure, and that complex routing policies used
by major backbonenetworks result in many rami�ed atoms
(those with non-tree AS graphs), someof them even with
directed cycles. We have shown that the useof atoms can
potentially reducethe number of route announcements by
a factor of two, with all routing policies being preserved.
Atoms thus represent Internet properties in an accurate
way, yet with much smaller complexity. We continue to
investigate the useof atoms as a framework for analysisof
Internet routing in the next decade.

We recognizethat any attempt to capture an `Internet
route map' in its entiret y will inevitably producenoise-like
phenomenathat render parts of the data irregular, incom-
prehensibleor chaotic. Neither common-senseassumptions
nor speci�cations and standards should be taken at their
face value. The more we study the routing, the more as-
tounded we are that a system with such diversity tends to
work reasonablywell so much of the time.
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